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1. Pursuant to FAR 52.204-2, “Security Requirements” of the basic contract F33657-95-D-2966, said contract
is hereby modified to update the Contract Security Classification Specification, DD Form 254, dated 29 Jul 94,
with the new DD Form 254 dated 29 Feb 96.

2. As a result of paragraph 1 above, the contract is specifically modified as follows:

SECTION J, Atch 2

a. Delete DD Form 254, Security Classification Specification, dated 29 Jul 94, pages 1-2 of 8 (pages 44-45 of
basic contract) along with “General Intelligence Material/Foreign Disclosure”, page 3 of 8 (page 46 of basic contract)
and “Use of Special Intellignece Markings”, pages 4-5 of 8 (pages 47-48 of basic contract).

b. Add DD Form 254, Security Classification Specification, dated 29 Feb 96, to Section J, Atch 2 as pages
1-2 of 8 (pages 44-45 of basic contract); add “General Intelligence Material/Foreign Disclosure”, dated 26 Feb 96,
to Section J, Atch 2 as page 3 of 8 (page 46 of basic contract); add “Use of Special Intelligence Markings”, dated
26 Feb 96, to Section J, Atch 2 as page 4 of 8 (page 47 of basic contract); add “For Official Use Only”, dated
26 Feb 96, to Section J, Atch 2 as page 5 of 8 (page 48 of basic contract).
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(The requirements of the DoD [
to all security 2

BREA it spety :

1. CLEARANCE AND SAFEGUARDING

FAGILITY CLEARANCE REQUIRED

SECRET

LEVEL OF SAFEGUARDING REQUIRED

B R tend

NV RN SECRET
2. THIS SPECIFICATION IS FOR: (X and comefete Copldog\ V' -5 3. THIS SPECIFICATION IS: (x and compiete o3 apphcable)
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] fOR OFFICIAL USE ONLY INFORMATION X . OTHER (Speafy)
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2 PUBLIC RELEASE. Any information (dassified or unclassified) pertaining 10 this contract shall not be released for public dissemination except a3
" ~«e by appropriste U.S. Government authority. Proposed public releases shall be submitted for approval prior to release

Manual or unless it has been approved for public ¢

Direct Through (Specify):

=

PIOVIUEY &y ik

—

ASC/PA, WRIGHT-PATTERSON AFB, OH 45433-7213

10 the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

* in the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

SECURITY GUIDANCE. The security dassification guidance meeded for this dassified etfort Is identified below. M any difficulty is encountered in applying this guidance or if
contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance ot the dassitication
assigned to any Information or materlal turnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official Identified below. Pending final
decision, the information involved shall be handled and protected at the highest level of dassification assigned of recommended. (Fill in as appropriate for the classified effort. Attach, or
forward under separate correspondence, any documents/guides/extracts referenced herein. Add I pages as needed to provide complete guidance.)

any other

T

This is a task order contract, each jndividual task which requires access to

a.
classified information will require a separate and specific DD254.

b. Ref. Block 10e(2): General Intelligence Material/Foreign Disclosure applies.

See addendum.

c. BRef. Block llc: The contractor will require access to classified source data up to
and including SECRET in support of this work. Any extracts or use of such data will
require contractor to apply derivative classifications and markings consistent with
the source from which the extracts were made.

d. R®ef Blk 11L: The Notification of Government Security Activity and Visitor Group
Agreement applies.. See contract clause for details.

e. Ref. Block 10j: For Official Use Only. See addendum.

£ Program Manager for BASIC DD254: CARL A CONLEY, ASC/FMP, (513) 255-5680.

g. ACO Address: DCMAO Baltimore

Attn: Chesapeake
200 Towsontown Blvd., West
Towson MD 21204-5299

[ T Lx]~

ts, in addition to ISM requirements, are established for this contract. (If Yes, identify the

¥4. ADDITIONAL SECURITY REQUIREMENTS. Requiremen
pertinent contractual dauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide
2 copy of the requirements to the cognizant security office. Use item 13 if additional space i$ needed.) ]
15, INSPECTIONS. Elements of this contract sre outside the inspection responsibility of the cognizant secunity office. (i Yes, explain and identify spedific | X l Yes | l No
areas or elements carved out and the activity responsible for inspections. Use item 13 if additional space is needed.)
Ref. Block 11L: ASC/ASI will maintain security .cognizance for all on base effort.
16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified

information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME Of CEIYIFYwG OFfFICIAL b. TITLE < TELEPHONE (Include Area Code)
Contracting Qfficer
d ADDRESS (indude Zip Code) AGC [CDS 17. REQUIRED DISTRIBUTION
Aeronautical System Center, l&SC/AS X |» contmacron
2275 D Street Suite 21 Y b SUBCONTRACTOR
Wright-Patterson AFB, OH 45 @‘MHON X | COGNIZANT SECUNTY OFFICE FOR PAIME ANO SUBCONTRACTOR
¢ SIGNATUAE ‘ 4 US. ACTIVITY RESPONSIOLE FOR OVERSEAS SECURITY ADMINISTRATION
- )V m N LY | 3|« AOMINISTAATIVE CONTRACTING OFFicEn
2% P » - - X |1 OTHERS AS NECESSARY ASC/ASI
DD Form 754 Revers#, DEC 90, 227 A2 733657~ 95-P- 2966 / 106002
. Secotfren -f /)ﬂ/l z

e
.. - N
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ADDENDUM TO DD FORM 254
‘ 26 Feb 96
GENERAL INTELLIGENCE MATERIAL/FOREIGN DISCLOSURE
1. Speci squirement eners ion Intellicence Material. In addition to the requirements

L 1d : 1]
and controls for classified material, the Director, Central Intelligence, sets up additional requirements and
controls for intelligence in the possession of contractors. The Contractor must:

a. Ensure classified intelligence materials released into their custody is controlled by an information
management system, in accordance with guidelines established in DOD 5220.22-M, National Industrial
Security Program Operating Manual, January 1995, paragraphs 5-200, 201 and 202 for control and
accountability. Contractor agrees that all intelligence material released, all reproductions and other material
generated (including authorized reproductions) are the property of the US Government.

b. Not reproduce intelligence data without written permission from ‘the Contract Monitor (CM). If
approved, must control each copy in the same manner as the original. However, classified intelligence data can
be reproduced in support of the contract without approval from the releasing agency through the CM if the
reproducible items are to be incorporated in their entirety into the draft/final report or documents to be
delivered to the government. '

c. Not destroy any intelligence materials without advance approval from the CM, except for working
papers and derivative material produced in the publication process. Working papers and derivative material
produced in the publication process do not need destruction approval.

d. Restrict access to those individuals with a valid need-to-know who are actually providing services under
the contract. Further dissemination to other contractors, subcontractors, or other government agencies and
private individuals or organizations is prohibited unless authorized in writing by the CM with prior approval of
ASC/NAIC/POA or releasing activity.

e. Not release intelligence data to foreign nationals or immigrant aliens, regardless of their security
clearance or contract status, without advance written permission from CM, Foreign Disclosure Policy Office

(ASC/ASR), and ASC/NAIC/POA.

f. Ensure that each employee having access tp‘ intelligence material is fully aware of the special security
requirements for this material, and maintains records in a manner that permits the contractor to furnish on
demand the names of individuals who have had access to the material in their custody. -

2. Wﬂjﬂw Upon completion or termination of the classified contract, or

sooner, when the purpose of the release has been served, the CM must ensure that the contractor returns all
intelligence* (furnished. or generated) information, unless retention or destruction is authorized. Upon
completion of the contract, contractors desiring to retain classified intelligence material may do so for a
period of two (2) years provided the CM does not advise to the contrary. If retention is required beyond the
two year period, the contractor must request and receive, written authorization from the CM. If the contract is
terminated the contractor shall return all intelligence material in the contractor's possession to the CM.

3. Releg ssi assified Information tg and Their Representatives.
Any military activity or defense contractor receiving a request from a foreign government, or a representative
thereof, for classified and/or unclassified information about this program, shall forward the request to
ASC/ASR and ASC/NAIC/POA. Information released under Foreign Military Sales (FMS) must comply with

the specific USAF disclosure guidance issued for the specific FMS customer.
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USE OF SPECIAL INTELLIGENCE MARKINGS

1. Authorized Control Markings of Intelligence Information

a. "Dissemination and Extraction of Information Controlied by Originator (ORCON)".

This marking is used only on classified intelligence that clearly identifies or would reasonably
permit ready identification of intelligence sources or methods that are particularly susceptible to
countermeasures that would nullify or measurably reduce their effectiveness. Itis used to enable the
originator to maintain continuing knowledge and supervision of the further use of intelligence beyond
the original dissemination. This control marking may not be used when an item of information will
reasonably be protected by use of any other markings specified herein, or by the application of the
“need-to-know" principle and safeguarding procedures of the security classification system.

b. "Not Releasable to Foreign Nationals (NOFORN)"

This control marking is used to identify classified intelligence material that may not be released
in any form to foreign governments, foreign nationals, or non-US citizens without permission of the US
Government originator, and then only when released in compliance with the National Disclosure Policy.

c. "Authorized for Release to (Name of country(ies)/international organization”

This marking is used to identify classified intelligence material that the US Government
Originator has predetermined to be releasable or has been released through established foreign
disclosure channels to the indicated country(ies) or organization.

2. Procedures Governing Use of Control Markings

a. Any recipient desiring to use intelligence in a manner contrary to the restrictions established by
the control markings set forth above, shall obtain the advanced permission of the originating agency.
Such permission applies only to the specific purposes agreed to by the originator and does not
automatically apply to all recipients. Originator will ensure that prompt consideration is given to
recipients' requests, with particular attention to reviewing and editing if necessary, sanitized or
paraphrased versions to derive a text suitable for release subject to lesser or no control markings.

b. The control markings authorized above shall be shown on the title page, front cover, and other
applicable pages of documents, incorporated in the text of electrical communications, shown on
graphics, and associated (in full or abbreviated form) with data stored or processed in automatic data
processing systems. The control markings also shall be indicated by parenthetical use of the markings
abbreviations at the beginning or end of the appropriate portions. If the control markings apply to
several or all portions, the document may be marked with a statement to this effect rather than marking

each portion individually.

c. The control markings in paragraph one (1) shall be individually assigned at the time of
preparation of intelligence products and used in conjunction with security classifications and other
markings specified by EO 12958 and its implementing ISOO Directive. The markings shall be carried
forward to any new format in which the same information is incorporated including oral and visual

presentations.
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FOR OFFICIAL USE ONLY 2, Feé9
The following procedures will be used to protect FOR OFFICIAL USE ONLY (FOUO) information.

. HANDLING: Access to FOUO material shall be limited to those employees who nced the material to do their jobs. The FOR
OFFICIAL USE ONLY marking is assigned to information when created by a DOD User Agency. FOR OFFICIAL USE ONLY is
not a classification, but requires extra precautions to ensure it is not released to the public.

2. MARKING:

a. Mark an unclassified document containing FOUO information "FOR OFFICIAL USE ONLY" at the bottom of each page
containing FOUO information and on the bottom of the front page or front cover (if any) and on the back of the last page and on the

back cover (if any).
b. In a classified document, mark:

- An individual paragraph that contains FOUO, but not classified information, by placing "(FOUO)" at the beginning of
the paragraph.

- The top and bottom of each page that has both FOUO and classified information, with the highest security classification
of the information on that page.

- "FOUO" at the bottom of each page that has FOUO but not Classified..

- If a classified document also contains FOUO information or if the classified material become FOUO when declassified,
place the following statement on the bottom of the cover or the first page, under the classification marking: "NOTE: If ’
declassified, review the document to make sure material is not FOUO and notexempt under AFI 37-131 before public release.

c. Mark other records, such as computer print outs, photographs, {ilms, tapes, or slide 'FOR OFFICIAL USE ONLY" so that
the receiver or viewer knows the record contains FOUO information.

d. Mark each part of a message that contains FOUO information. Unclassified messages containing FOUO information must
show the abbreviation "FOUQ" before the test begins.

e. Make sure that documents that transmit FOUO materials call attention to any FOUOQ attachments.

f. Any FOUO material released to a contractor by a DOD User Agency must have the following statement on the front page or
cover- THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER THE

FREEDOM OF INFORMATION ACT. EXEMPTION(S) APPLY.

3. STORAGE: To safeguard FOR OFFICIAL USE ONLY records during normal duty hours, place them in an out-of-sight
location if your work area is accessible to persons who do not have a valid need for the information. After normal duty hours, store
FOUO records to prevent unauthorized access. File them with other unclassified records in unlocked files or desks when internal
building security is provided. When there is not internal security, locked buildings or rooms usually provide adequate afterhours
protection. For additional protection, store FOUO material in locked containers such as file cabinets, desks, or bookcases.
Expenditure of funds for security containers or closed areas solely for the protection of FOUO data is prohibited.

4. TRANSMISSION: FOUR material shall be transmitted by the same methods as other UNCLASSIFIED material. Discussion
of FOUO material on the telephone is authorized if necessary for performance of the contract. FOUO information may be
transmitted over telephone lines in digital form, by telecopies, or by other DSN teletype lines without encryption.

5. RELEASE: FOUO information shall not be released outside the contractor's facility except to representatives of the DOD.

6. DESTRUCTION: When no longer needed, FOUO information may be disposed of by an method which will preclude its
disclosure to unauthorized individuals. )




